Section: 7. Technical Specifications of USIM Card.
1. General
128K storage capacity USIM (UICC) card with STK / USAT feature for both prepaid and post-paid service in 4G (LTE) / 3G WCDMA / HSPA / HSPA+ and it must support 2G GSM / GPRS / EDGE as well as 5G Technology.
2. Scope
This part of the specification gives the technical requirements of the goods to be supplied under this tender.
3.  Standard

3.1 All USIM Standards i.e. ETSI  TS 102.221, ETSI TS 102.223, ETSI TS 102.241, ETSI TS 102.412, ETSI TS 131.102, ETSI TS 131.103, 3GPP TS 31.102 v6.80, 3GPP TS 31.101 v6.5.1, 3GPP TS 31.111 v6.40 and latest version. Security standard 3GPP TS 33.102 v11.5.0, WIB plug-in spec and DP6 Technical docs from smart trust.

3.2 The application shall support at least but not limited to the following Standards.

· GSM 03.19

· GSM 11.11

· GSM 11.14

· GSM 23.038

· Java 2.2.2 or latest with backward compatibility

4.    Authentication:
4.1 GSM Authentication: Milenage & conversion Function, Comp128V3.

4.2 5G Authentication: Milenage.
5. ADM Counters:

Implement with #64000

6. Anti-cloning function:
Enhanced anti-cloning solution in addition to ADM counter (Upon detection of cloning activities USIM will induce anti-cloning algorithm to diverge).
7. Anti-hacking:
Anti-hacking feature must be included.

8. PIN and PUK

The USIM card shall have the security of PIN1, PUK1, PIN2 and PUK2. The PIN1 shall be disabled at power on by default. PIN-PUK printing in the back side of the USIM card. The format and other details of PIN and PUK shall be discussed during the contract negotiation. 
9. Counters and Other Facilities

· Language Preference (LP)=3

· PLMN selector=16

· CBMI=9

· Service Provider Name (SPN)=1

· Access Control Class (ACC)=1

· Forbidden PLMNs=4

· Phones book (ADN)=512

· Fixed Dialing Numbers (FDN)=20

· Short Messages (SMS)=100

· Email Storage=20 Records

· Capability Config Parameters (CCP)=10

· SMS parameters (SMSP)=5

· Last number dialed (LND)=20

· Service Dialing Numbers (SDN)=10

· Barred dialing numbers (BDN)=10

· GPRS enabled=yes

· MMS enabled=Yes

· Body material= ABS

· Artwork layout= To be provided later by Teletalk

· Type of printing=Laser Engrave and Thermal Printing

· The Result of Printing=Black, Un-erasable

· Formatting=Full Personalized

10.    Handset Compatibility
Compatibility with the hand set: - Compatible with all brand of the 2G handsets and at least, but not limited to, the brands such as Nokia, Motorola, Sony Ericsson, LG, Huawei, Samsung, iPhone, Symphony, Walton, Maximus etc. 3G / 4G / 5G handset. 
11.    Applications

· USIM Application=Yes

· SIM Application=Yes

· GSM_ACCESS in USIM=Yes

· WIM application=yes

· End User Quality of experience application = yes

12. STK/USAT & other Application (For details follow Annexure – 2)

12.1 The USIM Card shall host several applications loaded into the memory. The applications support all the proactive commands defined in GSM 11.14 standard.

12.2 All the cards shall have a STK menu in SIM module and USAT for USIM module to access various services offered by Teletalk.

12.3 All cards shall be capable of incorporating the following applications as required by Teletalk, 

12.3.1 DSTK engine/WIB

12.3.2 There shall not be any S@T Browser along with POR (Proof of receive) for OTA must be disabled. 

12.3.3 The USIM Card shall have feature to store secured items protected by a single password. e.g. Bank account, credit card etc. User shall be able to view, edit, add and delete these data only if they know the password or PIN.

12.3.4 The USIM Card shall have provision to create at least 20 different groups from the contacts stored in the SIM phone book and send SMS to different groups of people. The number of groups and member in each group shall be discussed during the contract negotiation.

12.3.5 The USIM card shall have an in-built USIM phone book application.

12.3.6 The USIM Card shall have Extended Phonebook or multi-phone functionality to store variety of contact details per entry e.g. Mobile number, home number, office number, email address

12.4 The supplier may offer additional optional applications to incorporate in the USIM. However, Teletalk will finalize the optional applications to be incorporated during the contract.

12.5  Bidder shall provide the memory consumption details (memory mapping) for all mandatory and optional applications/applets along with the bid documents. 

12.6 Users of 2G Handsets to visualize and edit their USIM based 3G Phonebook content as per GSM 11.11.

12.7 The first 255 phonebook entries shall be linked to the 2G default ADN.

13. Notifications

· Number of Menu = 15

· Main Menu "Teletalk"/or any other defined by Teletalk 

· Byte code (KB), menu/script for micro browser = 20

· Number of application keys=30 Slot 1 -3 (reserve) , Slot 4 -30 (use Operator Keys)

· Concatenated SMS for transmit =5

· Concatenated SMS for receive =10

· Auto refresh= Yes

· USIM card busy notification= “Please Wait”

· Sending Message Notification = “Message Sending In Process”

14.   General Requirements

14.1 Chip Requirements

14.1.1 The USIM card shall support the supply voltage as per the following table.
	Symbol
	Minimum
	Maximum
	Unit
	Class

	Vcc
	4.5
	5.5
	V
	A

	Vcc
	2.7
	3.3
	V
	B

	Vcc
	1.62
	1.98
	V
	C

	Note: Class A, B and C values are according to ISO/IEC 7816-3. It is possible to support a range of classes. The support shall be consecutive e.g. AB, BC. A combination like AC is not allowed.


14.1.2 The minimum size of the RAM shall be 8K or higher

14.1.3 The card shall support cryptographic libraries DES, 3DES & AES for various applications that Teletalk might launch in future.

14.1.4 The Card shall work satisfactorily in a temperature range of - 25°C to +85°C.

14.1.5 The Card shall have data retention capability for a minimum of 10 years.

14.1.6 The card shall support a minimum of 100000 write/erase cycles.

14.1.7 It shall support programming time of 1 ms for program and 1 ms for erase.

14.1.8 The size required in EEPROM by the applet and any applet specific size shall not be more than 25K, so that there is plenty of space left for the USIM phonebook files itself

14.2 The card shall support Java version 2.2.2 with backward compatibility to lower version.

14.3 The USIM shall work satisfactorily as a USIM in 3G handsets on WCDMA network and as a SIM card in the GSM networks, offering the same level of service as 2G cards. The USIM cards shall function with all the brands and models of 3G handsets as mentioned in clause 7.1 above & all the brands of 2G GSM handsets without any limitations.
14.4 The USIM card shall support administrative commands based on ETSI TS 102.222, to allow a complete and fully configurable card customization, at post-issuance.

14.5 USIM Card shall support Re-entrance mechanism: to run 2 different applications at the same time. Re-entrance refers to the case whereby a 1st application (e.g. User is browsing in an information service menu) is interrupted by the triggering of a 2nd application (e.g. the server sends a SMS to update this menu). The 1st application is then suspended and the nested 2nd application executed (The menu is updated). After 2nd application has been finished, control is returned to the 1st application, so that its own execution can be finished (The user can still navigate through the updated menu) the mechanism shall be compliant to the interoperable re-entrance mentioned in SIM Alliance Interoperability Stepping Stones Release 2004.

14.6 USIM Card shall support Dynamic Memory Management: to allow a flexible management of card applications and files, the EEPROM memory shall be recovered when an application or/and a file is removed whatever its respective size to enable many applications operations (loading, deletion etc.) throughout the entire USIM card life cycle

14.7 The cards shall be compliant to ISO standards 7816-3 & 7816-4.

14.8 Communication protocol: ISO T=0

14.9 The Card Dimensions shall be as per the ISO 7810.

14.10 PPS procedure: the Maximum speed is F=512, D=32 (223200 bauds @ 3.57 MHz).

14.11 Card body shall be made of Acrylo Butadiene Nitryl Styrene (ABS) plastic material and shall be fully compliant to GSM 11.11 specifications, with quality standards stipulated by ISO.

14.12 The Contact Locations shall be as per ISO 7816-1/2.

14.13 The Card shall comply with GSM 11.14 standard and ISO 7816-4 for command format.

14.14   USIM card shall support the following authentication algorithms:

· Comp 128 v1

· Comp 128 v2

· Comp 128 v3

· Milenage

15. Acceptance Testing
The acceptance test of the delivered goods shall consist of at least but not limited to the following tests:
15.1 Physical Test
The material and marks in the delivered goods shall be checked to confirm that genuine products of the original manufacturers and specified materials are used.
15.2 Performance Test:

Supplier must provide necessary support to test all specifications and features. A self-test report must be submitted by the supplier before initiating test by the purchaser. This performance test shall be carried out to confirm that the offered products meet the technical specification. The acceptance certificate shall be issued only after successful completion of the acceptance testing of all the delivered goods.
16. SIM Diagnostic Tools:

Minimum four Nos of SIM diagnostic tool with all software and accessories to enable SIM testing shall be supplied. The tool shall facilitate transfer of phonebooks / other files from a defective SIM card to a new replacement of SIM card. Software upgrades if any, shall be supplied free of cost during the contract period.  

17. Technical Support
In case of technical problem in the supplied USIM’s, the bidder shall guarantee technical support at site free of cost to Teletalk. The manufacturer shall bring all the necessary tools and software to solve the problem at the shortest possible time.
18. Input file
The bidder shall adapt the production of USIM cards as per Teletalk’s input file (order file) format. The Input-file shall be made available in a CD ROM or sent directly by electronic media.
19. Output file
The UICC Cards to be loaded in Teletalk's administrative and Billing System must be supplied as per the format acceptable to Teletalk’s system. The format shall be provided during the negotiation. The output file shall be password protected and the password shall be provided separately via mutually agreed media.
20. Supported Feature
Bidders shall specify with descriptions of all the features and facilities that can be incorporated in the 128K USIM cards.
21. Security:
The bidder shall be responsible for safe custody of all algorithms, Authentication key and other data made over to him for customization/personalization of SIM Cads as per Teletalk Bangladesh Limited (TBL) requirement. The bidder should provide detailed steps of personalization including interface to billing and Customer Care Centre for Data transfer, format etc. The bidder shall ensure that all authentication and security related data of the purchaser are handled with utmost confidentiality and that all such data are made over back to Teletalk Bangladesh Limited (TBL) at the expiry of the contract.
22. Confidentiality: 
Any information disclosed during the bidding negotiation, production and supply phase shall be kept confidential. In case of breach of this confidentiality by the supplier, the supplier shall be accountable for the consequential losses to Teletalk.
23. Change of SPN (Service Provider Name):
Change of SPN (Service Provider Name) shall be configurable with the help of supplier.
24. Branding: 
For the purpose of network branding of 3G network, it shall be possible to print artwork containing operator’s logo and other network related information on USIM card with high precision and quality. It shall be possible to accommodate any change in the artwork design in the subsequent batch of USIM cards.
It should also be possible to update the SPN file Over the-air, for purposes of network branding.

25. Advertising:

The USIM Browser shall support static, dynamic and Interactive Advertising capabilities in conjunction with 3GPP TS 03.48 standard.
26.  Salient features of Specifications in brief.

	                 UICC Specification
	Required Value

	Memory
	128 KB

	Flash
	Optional

	RAM
	8 KB or Higher

	Voltage range
	1.8/3/5 V

	3GPP release status
	Rel. 5 or latest

	(U)SAT commands
	Yes

	UICC
	Yes

	USIM
	Yes

	3G phonebook (Optional)
	512 KB

	                  SIM browser
	

	- WIB
	Yes

	- S@T
	Yes

	-DSTK
	Yes

	Smart Card Web Server
	Optional

	WIB plug-ins
	Yes

	OTASS®
	Yes

	Remote file management
	Yes

	Remote Applet Management
	Yes

	           Java Card™ functionality
	

	Java Card™
	2.2.2 and compatible lower version.

	Global Platform
	GP 2.0.1 or latest


27. Certificate of Arrival of Consignment 
a) On arrival of consignments at the site of delivery, representatives of both the Contractor and an approved Technical Committee of Teletalk will check the supplied SIM as per specification in order to verify the quality and quantity of the consignment. Such verification may be done on sample & random check basis. As per the report of the said committee, Teletalk shall issue a certificate to this effect. Such certificate shall be titled as “Certificate of Arrival of Consignment”.

b) Teletalk shall however, at its own discretion, have the authority to accept minor discrepancies; provided that the relevant quality discrepancies do not make the cards unusable and the quantity discrepancy is within 0.01% (zero point zero one percent) of the consignment quantity.
c) If the quantity and quality of the consignment is found to be not in accordance with the relevant documents, Teletalk shall generate a “Fault Report” within 10 (ten) working days after taking delivery of the consignment.
d) If the Consignment, in full or in parts, contain unacceptable quantity and/ or quality discrepancies, the contractor will have to re-ship the relevant number of cards. Such re-shipment and delivery have to be completed within 10 (ten) days of generation of the relevant report by Teletalk. The process of issuance of the “Certificate of Arrival of Consignment” shall start again.

28.   No Objection Certificate of the Consignment
a) Teletalk, after taking delivery of consignment shall distribute the relevant cards in the market for usage.

b) If any major fault, which makes the card unusable is not detected within a period of 3 (three) months after receipt of delivery of a consignment, Sales, Distribution and CRM Department of Teletalk shall issue a certificate to this effect. Such certificate shall be termed as “No Objection Certificate of the Consignment”.

c) Teletalk shall however, at its own discretion, have the authority to accept minor discrepancies; provided that the relevant discrepancies do not make the cards unusable. Moreover, Teletalk, at its own discretion as well, shall also have the authority to accept major discrepancies in a maximum of 1% (one percent) quantity of the delivered consignment.

d) If any major fault, which makes the card unusable is detected and the quantity of cards under discrepancy is beyond the acceptable limit, Teletalk shall issue a “Notice for Replacement”, with relevant proof, to the contractor and the contractor shall have to deliver the relevant amount of cards and the they will pay all duties at the port of entry (if so) and bear all other relevant costs. Such delivery has to be completed within 40 (forty) days of generation of the “Notice for Replacement” by Teletalk.

e) The process of issuance of the “No Objection Certificate of the Consignment” shall start again.
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